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C}{ANGE CONTROL OF SOFTWARE AT LANL
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ABSTRACT

Judy Coleman and Ron Pfaff Marion Cohen

Computer User Scrviccs Compulcr Documentation

Computing and Communication Division

Los Alarms National Laboratory

Los Aliunos, Ncw Mexico

Change Control is the process by which [hc Ckmputing itnd

Communications Division (C Division) at Los Aliimos

National Labomtory (LANL) updates software and hardware

used by its customers. This pitper conccntrittcs on the control
of chitngcs to u.scr-level sot’twarc, such w Ianguagcs,

Iilxtrics, and utihtics. It dxxibcs how these chitngcs arc

d(KumcINcd itnd how automiwxi tools hitvc bwn itnd arc

being incorporated inlo the change control procedures to

improve cfticicncy.

INTRODUCTION

This paper discus.scs the Change Control process, tic role of

documentation in Change Control, und final!y, .somc of the

tools thu[ arc u.scd and thit[ urc being implcmcnmd,

CHANGE CONTROL PROCEDURE

t listory

Bclorc Scpkxnbcr I 9/!(), sol’twitm chimgcs were introduced

inl{~ the computing cnvironmcnl its nccdcd imd

wmounccmcnts were midc uftcr the fii~t, in u monthly

publicit;ion culled the Computing und Communicution,v

l)ivision News, Chwrgcs in the ICN (Irrtegratcd Computing

Nclwork) nccurrcd iiltl)ost ditily, it very frustrating sihu[ion

Ior it rcscurch i~td (kwiopmcnt Iih)r:ik)ry. At the stunt’ (imc

IIIC compuling environment \VilSIwcwning tmwc cxmlplcx Lls

ncw mitchincs were i~ll(l~t(! k) the nctw(wk,

(’urrcrrt Pr(kcdurc

( )llvi(~llsl y, i[ wtts lime h) dcvch)p u systcmutic schcmc to

ensure moximum stubilily t)l softwurl” (m till syslctns, M(I to

(’ontn)l [Iw scope ml timing [Jf these chwl~cs, I)uring

Scptcmbcr 1980 the following proccdurc was implcmcntcd,

and is still in plitcc today with only minor changes,

1. All modifications for a specific month itrc unnuunccd at the

siune time in the monthly /CN Chunge Bulletin, which is iI

C-Division publication thitt is distributed by mitil to till lCN

users during the week of the first TucsdiIy of citch month,

2. By the first Tuesday, ncw and mtxlificd softwiuc is mtidc

itvttihtblc w caperimcntid files for testing by users, who feel

lhcy might be ttffcctcd by the itnnourwcd chimgcs. This

initiitl testing period gives the user an opportunely 10 uncover

problems in the softwurc before chitngcs bccomc pcrmttncnt,

3. On the second Tuc.sday of the month, modificiuions

become the standard public SOWVWCon the opcritting

systems of one of the mitchincs with the siunc itrchimaurc in

ctich sccuri[y partition,

4, On the third Tucsduy of the month, if no problems itrc

reported to the consultants in C-Division’s Consulting 01’lice’,

modifications tire inslidlcd un the rcmtiin ing nltichincs,

Tucsdiiy WitSchosen its thc diiy thiit WOUklCiiUSCIIWl~iisl
disturhtncc to the hctivy wcckcn(! production .schcdulc,

If problmns surfucc bctwccn the firsl iutd third l’UC.Sdily,Lhu
softwitrc con be rci:~surllcd with ncw corrections or l)ilrk~d

off to the previous month’s version ot ttw softwm, There

hilvc bCMI very fcw ~iis~s ()( th~ Iuttcr si[~)i~tion. ‘1’Iw inlpuls(*

is USUillly to IUOVC0!) towurds Pcrfuling tk hUCStSol’tWill’C
versions, i;or criticul Sol’tWilrCsuc’h us Ii brilrics, ctmqJllt*rs,

iln({ h;udcrs, there l’rcqu~*tNly I S N( ) StiIIIICPilst soft wurc.

Ncw hurdwum tind opcruting systems require u t’(trtilit}

shilkc(lowtl time before s(ubitity ilid rcl iuhil ii y urc iitlilltii*(l,



PIWW now that the most stahlc environment possihlc t.xisLs

bctwccn the lhmi Tucsduy O( the month and the second

Tucsdily of the following month, nearly three weeks.

;, EL! LLETIN Ull]ily IS used by the programrnc’r to enter [h~-

ncccs.wuy information for tic upcommg /CN Chun,ge Buflc/in

news mticlc, The deadline for doing this is around the

[WCnticth of the monl,h. l%rcc days Iittcr, the Iirs[ ruvicw d’

the /CN Chmge Bulle/in is mailmi m the aurhors, editors, and

consultants for corrections and charrgcs. Scvcrat days Iatcr,

Lhc sccontf and finitl review is subm ittcd 10 the same people

for tinitl confirmation before it goes to tic prinwr on lhc

Wednesday before the first Tuesday of the month.

Dritrii)ution of the monthly /CN Change Bufie{in occurs

(iuring the week of the first Tucsdiry, just in time for the user

10 lcsl the cxpcrimcntai vcrsiorr before it bccomcs a puhiic

Iiic,

Oniinc News

An wriinc ICNNEWS utiiity is avoiiabic for users to print the

index of the current monthly /CN Ch(mge Bulle(in on their

tcrminai scrccn. Up&Ics occur on the first of tic month,

which mums thitt this information is avaiitihic before the /CN

C/wnNe Bufletin is distrihutcd. iCNNEWS it]so provi[ics a

cwnvcnicnt way for the Chwrgc Controi Ctx)rdinwor u)

announce. interim bug iixcs or systcm chitngcs thilt wouiti lx!

of gcncrai in[crcs( M the user commum[y. ‘1’hcsc notus wc

;i(ilic~i ~iuring the month M the need arises.

CFS Group N(xics

Pr.)grammcrs iuc rcqucskxf k) put up cxccutablc binilrics on

rhcir CFS group n(xics al the time they submit their /C”N

C Amgc Bullain articic, (C’FS is the Common Fiic S yslcm,

LANL’s rntissivc [ilc stortigcs ystcm aviti itiblc 10 iii i muchincs

on Ihc iCN, ) These Ii ics arc not picked up by the systc’m

tni]nilg~r un{ii the [irs~ “Ikcstiity of the month, During [hc

inh’rvcning tcn tiiiys, the programmer is cnctourit~c(i U) t( d

[ht* i)rwiuc[ iis thoroughly iis ln)ssiidc,

RUSOIIS i’i)r Soi’lWiU~ (’hllllg~S

‘Ih’ viisl lnilJO1’ilyof sofl%’tire chitngcs iin(l ct]hitt]~ctn~nl%

result i’rom user rcqttcs[s, Ilis is not surprising hccausc IIwrl’

iUC tm)rc Iililll $MMNIpC4)pic!in the’ user community,

iiillcmmt ~~’~’urily pwtiti~ms.

A tilir(i rcoson for s{ !wa.rc ch~ngcs is the arrivai 01 bigg~’r

~nd better computers that need more systcm tables and

iNX01311111gin form:lli(m. Any systcm ct,,mgc 10 the ubics

nc}ccssi~]tcs uhungcs in d i:ugc number of uliiiii~$s.

A l’burth rciw)n Itx st)ftw:irc n]txiilic;t(ion is chunging

guidciincs and poiiuics. As the computing environment

changes, there may hc a shift in cmphas:s from orw iw}guugc

to itnothcr.

Prt)gr;unmcr’s Roic

User compiitirrts ami suggestions iuc rcitiycd m the Chimgc

Cl)ntroi (lordinator most o(tcn thruugh Ihc consultants. “1’hc

Coortiit]i::..w chctks the C-Division Softw~:rc ftf~nuiii for
ownership of lhc c(~ir. if the owner is not in [iw C- Divisit)n

group, C-i 0, the Chitngc Corrtroi poin[-of-contact i’or tiuu

group is notilicd ami he/she inlcructs ‘vitii the owner of lhc

code. Otherwise the C-i () progrwnmcr is notified by the

Ux)rdininor (uiso the Point-of-conktct for (~- lo) of the

request, ami ir Iimc fritmc ,s informiiiiy set up (or rcsoiulit)n

of the prohicm.

When the mtxiificd softwtim hiis been prcixmxi itn(i t~sk$ti,

the cxcculitbic is sk)rcd on the iq)prr)prhitc group’s C’hitngc

Cormoi CFS nodes, Each group has its own schcmc. On or

before ti]c (wcruicth of the inonth, the progritmn’,cr Submils

from his tcrminui the nc~cssiuy informutk)n thtit w i I i itpiwiu

in the fi)liowing mon[h’s /CN (’hdn,gr Bull(’(in, AI this iimc,

if lhc (iocumcntulion nccxis to bc changed, the aitcrti(ions

shouiti bc rciitycd to the ihcumcnrntion Group. At this poinl,

the softwiuc itnd dwumcmta[ion hiiv~ Lriggcrc(i the cycic iill~i

ihc fwogrwnmcrs rqx)nsibii i tics hiwc cndcxi,

C’(x)rtiinalor’s Roic

“i’hc! C(N)NilllillOr’S11)(!S1ilnporliln[ job is h) illtCgrillCtik’
vtirious os~cts of Chtitlg~ Ct)ntroi inu) il snltn)[h Ilowing

i)t)c’rillioll, ‘h I’()!iowing tilSkSiill SOINC:)f thC IIIOIC visibic

comixmcnl$ of Lhu Ioix

●

☛

●

●

Rucivc comi)i;lin:s iU)d(1(’liliiSof SoflWiU’C prut)i(m)s,

(’iw[k on owncrshii) of sof[wiir(l in ihc {’-i) ivisi[)n
SoflWiUC Milllllill illl(l m)tify thC pro~rilll}lll(’r,

hkiil I!IC two/( ‘N ( ‘/uJflx(’ t)didlitl rcvlvws,

SUi)lll{l SoilWillt” (’i:S Iis[s 10 illl S~S1l’111lllilllil~l’l\ l~y 111(’
Iirst oi the tnonlh,



● Rcsolvc’ all problems cormccwd willr inlcrim bug tixcs,

● Wrl[c n~ccs~y interim ICN’NEWS articles.

. “Alwtiys” h avirilablc to iins~vcr questions.

● Willingly iissist participants in details O! the Chtingc
C’omrol prmxdurc.

● Dctinc an~or ncgoliinc rcsponsibil ilics for programmers,

group contact people, systcm miinagcrs, BU1,LETIN
utility, and documcnriition.

● Bc awiirc there “may hc a ttcl,tcr way of doing business,”

DOCLINIENTING SOFTWARE AND HARDWARE

CHANGES

When documenting softwiirc and hiirdwiirc changes for users,

tic users affcctcd by the changes need g(xti documcn~liorr

and the progriimmcrs making IJw changes riced gtxxi KX)IS for
documcruing charrgcs.

The C-Division’s Documcnmtion G roup is rcspmsiblc for
mccling Lhcsc nceils, Two mcc hiurisms arc uvailablc for

giving u.scrs g(xti iiocumcnliition. Informiiuorr iihout
monthly than.gcs is published in a documcm called tic /CN
Chmgd Bulktin. Inforrnti(ion uhwt chimgcs that wcur

bclwccrr cyc Ics is puhlishcd in a onc piigc in fortniltion sheet
ciillcd irn lntcrim Bulletin, or the informittion is put online,
The BULLETIN utility is ir ttx)l progrurnmcrs usc for

dwumcrning ~hiingcs.

The ICN Chun,ge Bulletin

Ilc Documcnlmion Group rcccivcs the ff)llowing

inl’ormirlion for the /CN C’/rungc Bulktin from the
prr~gramnwrs nmking the chiirrgcs (WC Pigurc l),

Fwrclifvr
dc,wrilws what the st)flwurc 1): h;wdwurc dots.

( ‘h(qf
dcscrihcs tic diffcrcncc hctwcm lhc old mid ncw SoftWiUl”
or tlitrdwtuc, This .swlion dc,scribcs (hc c’iipid)ilili~s thiit

uru hcing MM or dclrucd,

X File Arccs,v

Iclls where tin cxpcrimcntiil Iilc (Xlilc) will Clxist (m (’IN
I’(jr user (csting,

S( htdul(’
IISLSIh{’ dlly iU)(l lllUChllll’S 011 WhlC h sof IWilK’ or”lliil’(lWill(’
is II)slullcd,

S/op Sign (not shown in Figure I)
indicutcs if r.nc changes arc incomp;itibic with the previous
version, Lhut is, if the ch:tngc will cause the users to al(cr

the WiIy they tic using [hc soflw:lrc. A slop sign is ploccd
hy the niunc of k SOILWJR or hiirdwiir~,

When tic DocumcnMt:on Group rcccivcs iin article, the

cdi[or .scnds the progriirnmcr a mcs.sirgc vcrifyirrg rhw tic
article wirs rcccivcd. The cdimr begins preparing articles for
pnnling by (xiiling imd wwritirrg wticlcs 10 tic uul
am’oigliilics ML! 10 miikc Ltrc in formdl ion c Icurcr. W rilcrs urc

m)tificd if dtxumcnluli(w chimgcs arc ncccssaly, so lhcy c;u]

begin to updiitc the rcfcrcncc documcrnirlion uhmt the
softwirrc. Two reviews ensure the technical accuracy of the

informtilion, The /CN Change Bullclin is SCIM w u prinr.shop

outside Ihc Lirboriimry, and i[ is rclurncd fur distribution on

the Iirsl Tu~sdiiy uf each monrh (SCCFigure 2).

The /CN Chdngc Bullelin itlso uonluins the following g~ncrill
informirtion:

● Cumuiirlivc Index

dOCUllML\ chimgcs tu ii piccc uf soflwarc for tilt piLsl IWO
yciirs. EiIcli crwry includes tic niimc of UTCutilil y, the
opcrirting systems the utili[y is on, ir brief description of [hc

chiirrgc, irnd which issue of the Bul/c(in the inlormution is
in (SCCFigure 3), An index for previous years is u’. iiiltiblc
on (Y’S,

● Downlitnc Schcdulc

lists the dates when tic C’-Division supporhxl computers
will bc down for the rwxl n](m[h (,SCCFigure 4),

● online Informtimm

cxpltiins how to ircccss onlirrc documcntution,

● !Wtwork Diiigriim
shows IIIC currcnl SUMS 01”lhc I(’N, This (liiigriit]l shows

h{)w mirchincs arc CXNIIN~ICd, whiit tnil~hit~cs wc iivililiihl~’,
tind which sccuri[y pirrtition cuch mii~hilio is in,

l(’NIII(!,}) 1( ’NNI;WS



Announcing Intcrlm C’hungcs

Changes, such M backing off sdtwarc, arc sometimes
nacs.sary before Ihc next Change Conlroi cycle. To gcI Lhls
information to the u.scrs, either a one page information shc4’t
is pnntcd or tic information is put o.~lirrc. Bclorc lust

Dccmrhcr, interim information was printed in hwdcopy and

distrh.md tfi u.scrs only ALLos Ahnos. This prmxss mok
I_wlwccn two duys m onc week, Bccau.sc marry users of tic
ICN arc not at Los Alarnos M information ncds m rc;~ch
tkwm quickly, intcrir,l inlormmion is now put on [hc
ICNHELP utilily umicr the ICNNEWS topic (see Figure 5).
T’fw Documcnution Group can now get interim inform;ltion
t{) Lhc users witiin two hours.

CHANGE CON”rROL. TOOLS

Chirngc Control is suppor:cd by s(d’twiuc kx)ls. The em’s

idrcwi y mcnlior,m! arc the BULLETIN uti lily to gc’ncmlc
:wliclcs for the /CN C/run~y Buffrlin and ICNNEWS umf m
disscminiitc irucrim news ;ihoul C-Division supported
products. Two other tools in usc MC a nromfurc 10 ins~ll
Iilcs on C13S (his automatically rcsi?,cs public file spircc il
nccdcd) iu)d SAVEPt.JB/REPUB, which polls every fcw
minutes for newly instullcd puhlii Iilcs, tracks up rhc newly
insu.dlcd public files on (’FS, and is used to rcindl public
Ii k’s on dcdswts, The Ids untfcr dcvclopmcnt iuc u SC1of’
tools to urchivc C-Division supported soflwarc on CYS, and
CY’MAKE, used m diswihuu! and inskdl UNIX soflwiuc.
This scctioll will briclly discuss rhc BULLETIN ut; hty idong
with lhc I(X)IS under dcvck)pnwnt,

BULLETIN Uiillty

Progrim)tncrs usc the BUL,l.EI’IN utility to send uhiingc
in formirlion to tic DocunwntMion Group, This util i[y is

muhtf ’uncliorvd allowing progrummcrs k) cnlcr duch edit

&NiI, id preview iuticlcs,, The utility promp[s the
pr[)grwnmcr for in form tili(m irmi illllolnil(ltill Iy fills in the
Iunuti(m, whcdulc, Xlilc ircccss, iuld docunwntution sccli{)tls

using tlillAhUSCS,{See Fi]{urc I for an cxtimplc of t!l~wc
s~x’liotls in illl wlicll$. ) 1[ hiiS ri’{k’n(ly heel) tmxlilicd h)
suplx)rt [hc un)ls Urcl)ivit)g (’-l)l~ision suplx)r[~~d sol”rwm” {)1:

(’l+; 11will illS() .g,’111’rilk th~ Illilpl:illg hC(W(’1’11 lf’l$ (’t;S

l)~ld]rii~n)~ where progriul)mcrs kcwi) their sof’twtirc WKI Ihc

(’i:S ~~i~tftt]iitt:cwhere th(’ sd’lwarc WII1 hC copied iL’4Xlilus,
(NOW th~~tthc,sc tnq)s urc puhlishcd in [hc ,cvic w ct)py ~)f’th(~
/(‘N ( “h(vr~(’ I)ullwin urtic’lcs, I)u[ m)l in the linid vcrsl(m.)
lIIJI,l.F,TI!V irsks tipprovtil Iwtorc crucring inf(wm;~[i~)n, in

cilsc rhc dutubusc in formirlion nc4xls u) k chiuqwd, When
p~)~rittntlli$rs finish cnwring [ht* ~hilt]~,cs, ~h(’y ~-i~t)s~nd dl(i
iUlicl(9 10 the lhn(llt)l~l)[;lli[)f} ( in)up hy clc(lr~)tlic Illiill t)y
M)g UIIt)ptk)n in k 11111,1,f:l’l N u[ility. (Jsing lhi~ un)l
11(’lps both Lh’ proglilltlllll’rs illl(l [)( Kllllll’lllillioll ( iroul) ,(IVL’

Four L(X)ISarc used to uruhivc C L)iv ision suppr)rtcxl soflwurls
l)n CFS.

AI k tirnc the /CN Clr{mgc Brdlc(irr is Iinulhcd, a p;irscr A it I

co[htc the nulppirrgs bctwccn lhc CFS pathmunc where
programmers keep their sot’twiwc A the CFS p;uhnwnc
where the software will hc copied iIs Xlilcs into oric Ii Ic, ‘1’hc
parser will also CX)]la[c the schcdulcs of when sofiwarc is to

bc inswllcd on whu[ m:ichincs into wwthcr file. Then it will
s!c)r~ [hcsc fIICS on CFS. This will eliminate [hc nd for thI’

wmctirncs btc and/or inticcurirtc hiuid-cwricd lists of where’

Lhc progrwnrncrs hilvc stored their soflwiuc ~m CFS.

(M lhc duy before the first Tucsdtiy of the month, GETXF1l .[;
gcL$ the Iilc of mirps from CFS, k!ts r.fwperson running i[

double check that the mups arc correct, ihcn uses the mops M
~t)py the s;)ftwiir~ from the progrimmcr’s CF’S pi~th 10
~hiirlgc control’s C’FS piIlh f’or Xlilcs. If the CFS piltf] for On
Xtilc dots not cxisi, GETXFIL,E will crctitc it, NOIC tfm only

ti very fcw people hiiv~ write ticccss into the ~hiingc control

CFS nodes to prevent uni~uthori~.cd softwiuc from getting
into the ::ystcm,

On the day irficr the third Tucsduy of the month,
CCMIGRATE figures OU( Whiit XfilCS ncd to f)c rnigri]ttxl hy
using the fits of schdulcs, then chwrgcs (hc old IIm)r version
to o past version, moves tic Xfi IC version in ils the ncw Ilm)r
version, irl~d itssociatcs a (Iatc with the ncw floor version,

IIt)(h (;ETX1~lLE i~t]d C’CMIGRAI”E k~ei) u ~otl~plet~ uudil

lli~il, providt for rccovcry if ir run is CU[ short, and iillow I’i)r

the inslalli~lion of hug fixes with or without inpu( [ilcs,

Ttlc lost tool is ~illl~(l aw[;r, It ilcts as ir diitilhilSC nm;igcr
ml pr)vidcs muny wilys to list f’ull CFS ~)ilLfllliill)CS of files or
ti~tuidly gc( th~m, f%r cxiunpk, U) get till ihc Xfllcs for ti)is
:non[h for the piutition, h~dwiirc, o~riiiing syskm, ;ud
sof’IwiMc IypC on which yoU iuc logg~d, YOU wOUld IYl)C

~~g(~t .~

(’(’MAKI{ f’i)r (I NIX Si)l’twi~rt*

(’(’MAK[l is dcsigmd to rutl {)11illly (INIX nli)chill~, illld

thcrcfi)rc will aid df(M’Ls not (rely in UN I(’(X$ hut in
workstutiorls” iind Iislrihutcxl procwslng. ‘I’hcru ilr(~ IWO s(tts

()! t(x)ls h th(s (’(’M AK1{ ~)ii~ki)~~: ii S(’t ti)r th~ prt)gr;ul)m(’r
illld il S1’tI’i)r (IIC SY’S1(’111lllilllil~(’r, “1’hc prognm)mcr’s t(rols
hclp the prt)gri!tl)mw 1’01k)w Stildiirds, ht~lpensure illl 11(’c~di’~I

il)l’rwmi~(ion iu}(l fi ICSuru l)irtkil~~tl togd)cr for the YySI{IIII

Illilllilg(’r, Slgllilic’illltly r~xluc~cWhill lhl! progrillllrll(’r ‘:,’!}!!lll
oltwrwis(” huv(’ U) Iypc in, illl(l tllinlnli/,c the pro~rilllllll(’r’s
hilvil~g I() kt)ow itl~)lil Sy\ILIIII tl)iitlii~(*ll](’i~[, ‘l’h~$\~s[(*III
Il];ulo}!(”r’? II)OIS ilk’ dl’signl’d 10 II($ llc’xit)l~’ ill)(l {’0111[)1(’[(”



enough to provide all the needed fhnchons to instsll the
msprity of softwsre on sny UNIX mxhine snd to be relisble
with the minimum smoum of mamud inpuL

CONCLUS1ON

The currentChange Control procedure hss greatly enhanced
C-Division’s ability to povick the flexibility and stability
needed for an effective computing network. Sufficient
documentationand software tools we requiredto guarantee
theprocedure works properly, In addition, LANL k
currentlydeveloping and testing *W tools with the intent to
increase reliability, security, snd efficiency of the procedure
as well ss to supportworkstations snd distributing
computing.

f SPIUNT (C-lss) 1
)

mliclim Ccavaluemivmlrou eloll?acldudprilllhk

x Fib A. on CFSM mssx/%YmPmftlNr. I

1 onCFSM amKlfxNs/ssPtwr, J
Figure 1. Exsmple srticle &cm ICN Chan~e Bniletin,
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Figure 2, Ensuring aecwacy throughthedocumentation cycle.
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Figure 3. Index from ICN Change Bulletin.
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